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Résumé / Abstract :

This course is an introduction to several security aspects: Cybersecurity, Cryptography and security of
several technologies and environments. It starts with an introduction to Cybersecurity and main security
concepts and principles. Then, it covers Android Security, Cloud Security, Web Security and SecDevOps.

The course session includes lectures and Labs.

Prérequis / Prerequisite :
* Java

Obijectifs / Objectives :
e Understand the main aspects regarding Cybersecurity
e Understand the main security properties
e Learn how to design secure mobile applications
* Learn how to secure Web and Cloud environments
e Have an overview about SecDevOps

Contenu / Contents :
e Legal and Ethical aspects regarding Cybersecurity
* Main Cybersecurity concepts
e Security properties and Cryptography
e Android Security
e Web Security
e Cloud Security
e SevDevOps

Références / References :

Acquis / Knowledge :
e Legal and ethical aspects regarding Cybersecurity
e Basics on Android security
e Basics on Web Security
e Basics on Cloud Security

Evaluation / Assessment :
e Exam: 50%
e Lab: 50%




